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Due to the Covid-19 epidemic, as the in-person hearing is limited, the international
commercial arbitration community has to consider proceeding procedures in a non-
physical manner, which will inevitably involve data processing, cross-border transfer
of data and related data protection regulations. This article refers to the GDPR to
discuss the responsibilities and obligations of all participants in the remote hearing
procedures, the obstacles of using data during the remote hearing procedures, and how
to process and transfer involved data legally. Next, this article reviews the rules of
major arbitration institutions and guidelines made by the international commercial
arbitration community to explore feasible practices in the international arbitration
community. Finally, this article attempts to provide suggestions for how to improve
data protection and avoid related concerns in remote hearings of arbitrations for the

practitioners in Taiwan to consider.

REfEE - BRPRpE 3 (International Commercial Arbitration) -~ JEE faE=E
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B N L S R R PRV & BRI R FE B AR PR (8 N B R A R B
GDPR % 32 fRfgH AT EOR 2 e /fid © " BEIARI - STl ~ lmEz
AE -~ HEE -~ PR  HAY ~ BEE AR R E B2 B ER 2 aRett - BREE
PEE B e M FE TR AUE & 2R b A SH @RV 1R DU DR BT LB 2 7
B ) WHEHBraHER2S > | NEEE 2 ZeRElky o JCHE
FENREMER AR, - T REE KB ERIUTE) - MR =23

& European Commission, Adequacy Decision, European Commission (lasted visited May 1, 2021),
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-
protection/adequacy-decisions_en

8 GDPR Recital 108.
81 GDPR Art.49(1)(a)(b)(e).
82 Agata Zwolankiewicz &Anushka Sachan, Big Data, Bigger Disruption: Is Institutional Arbitration
Ready? , Arb. Bull. 14, 19 (Dec., 2020), https://ssrn.com/abstract=3759569.
83 Rab, supra note 53.
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{8 N DR 2 P e B B R (8 AR 1S R e mobZ R EE  shEREE
B ARG A E AN A A S EEE S - e EERERTER R
FE SRR » TEVE B E N - STALGRIEM AT 'Y — B H S E
ANBRMEECAR A - BIER S E R ER P8 S ERE R TR mE A
B ZE  NHRHCEIEY -

ERMM SRS EENEFPAITEE: « MAREATESEFATZ R EHE TR
b BNt EHEME L S - BRMRGE BB ETE s BT » (8 TR P AERA A
8 (A ~ EF AR BT A BEBAE Ml EIRETER
PREEFEAE R — B > PIANEETERHRE R - WFTSRER LA E 53 Bl 4
FTER AU B AR R AR, AR AT A B e ABRER - SR 2 Bk
PREGE BT Tk sy ol m] A SR B R AR i KR -

2~ BRI HAEE B PRAH A, P B

R O - —F BN IS RE L G2 E (2021 International
Avrbitration Survey: Adapting arbitration to a changing world By Queen Mary,
University of London » sl &gl 1 h# (& 2 fmir - Bl LaviEss) > X
fEHE RS BPR ek EIER] ERYBR= - 8K =P EOR R T i
REraEE T BRI E T S i Sy E R A R M2 et - ZEAATE
FERA EROREIEM ~ P R DL iR 48 L MR PR R BV B B &R
1%%%5%%%97??%2@?527?@ W EELUE R B R DU L A e EAE R

o FEAEES s b o ZaE R R T R e 1S EAR AR R AR
RGPS DU E B IR 3% o SEE A 2 A R ]

8 GDPR Art.32; GDPR Recital 78.

8 GDPR Recital 84.

8 GDPR Recital 85

87 GDPR Recital 86

8 Zahariev, supra note 44.

8 Rosenthal, Complying with the General Data Protection Regulation (GDPR) in International
Arbitration: Practical Guidance, 37 ASA Bull. 822, 824 (2019).

% Queen Mary, University of London, 2021 International Arbitration Survey: Adapting arbitration to
a changing world, 1, 30, http://www.arbitration.gmul.ac.uk/research/2021-international-arbitration-
survey/(last visited May 22, 2021).

9 d. at 31.
924,
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TpREEERE (A0 T EFTR)
(GEEATF > HAt i 2 BRI =002 — - ] REB LHERRS
ST wo o R (5 F (AT R A My -

R

/\\\

 BERTETET

BRI 7 AR E R
A e
#T (47%)

R 2 OREEPIRVETE o IR — AR Y T B A e

(Gmail ~ Yahoo ~ Hotmail &) | - jffH A SETH T A S8 =5 2 —1Y
SRR > BEURYEAE L A DR R S R A A B M B G S BB R

Chart 22: Which of the following measures have you experienced
being used, or do you think should be used, to protect the

confidentiality and security of electronic or electronically
submitted data in international arbitration?

Access controls,
6.g., multi-factor
authentication

Adoption of soft law
instruments and
guidance, e.g., ICCA-
New York City BarCPR
Protocol on Cybersecurity
in International
Arbitration

Bespoke agreed protocols
between the parties

Cloud-based platforms
for sharing electronic
or electronically
submitted data

Data encryption

Guidance or protocols
from institutions

Limiting access to
prescribed individuals

Platforms or
technologies provided
or controlled by the
arbitral institution

Secure/Professional
email addresses for
arbitrators rather than
web-based email
providers (i.e., no Gmail,
Yahoo, Hotmail, etc.)

Specific directions
from arbitral tribunals

Other

Respondents were able to select up to three options

1%

93 |d. at 32.

32%
44%
40%
28%
36%
42%
38%
33%
39%
20%
41%
37%
38%
22%
40%
25%
47%
23%
37%

M Experienced being used
I Should be used
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PUN Rl & R EAs s s T R RS e A FTAED - W K] - DU A
At B TR Z E BRI -

» St AR R 75 e A 7
(—) International Chamber of Commerce Arbitration (ICC)
ICC AR A B $ R ERHREE N ARG BN - Frehfi SRR
O OFEMAILH ICC #An T ERFE e S BE L JRECH e il 3% e i 52 2+
n] 2/ NEAFES | (ICC Guidance Note on Possible Measures Aimed at Mitigating
the Effects of the COVID-19 Pandemic®) | » TEEENIFEEETIZE » 447
SRR ET LB HP R NERREE S T EIRE RIS
AP B E TR . H AV B e DU ST (R P RV BB AL AR A
fiti CEETE AT o IR/ ERI (T ERE F PR E O P a
B HIRRFAERE Tl S A A REE | % - F%ﬁ%%ﬁc%ﬂ@%ﬁ%ﬂ?éﬂ
pELb B FE AN A et E s el - EENERRE ) ™ > WA
185 1 Z Rl R AR M - BRI L 2 B8 -
HEAR P ER AN 2 A REE - ICCHEREA S~ 1CC S A2 Fr B R B AL
BH (ICC Data Privacy Notice for ICC Dispute Resolution Proceedings ) %§+¥&k!
PrReEAEIGAT GDPR 2 % - HE gt R E aysh AL - MRG0
s RS Z 8 N BB AR ATRE r BRI Z 582 - $HTER 2 s - 1

% 1cC Guidance Note on Possible Measures Aimed at Mitigating the Effects of the COVID-19
Pandemic, ICC, https://iccwbo.org/publication/icc-guidance-note-on-possible-measures-aimed-at-
mitigating-the-effects-of-the-covid-19-pandemic/(last visited May 1, 2021).

% 1d. Art. 26.

% 1d. Art. 31.

971d. ANNEX | CHECKLIST FOR A PROTOCOL ON VIRTUAL HEARINGS part C -
Confidentiality, Privacy and Security “(i) Consultation between the tribunal and the parties on whether
the virtual hearing will remain private and confidential to participants; (ii) Agreeing an access and
confidentiality undertaking that binds all participants; (iii) Consultation between the tribunal and the
parties on:

- the recording of the virtual hearing (audio-visual recording, confidentiality of the recording and value of
recording compared to any produced written transcript, etc.);

- any overriding privacy requirements or standards that may impact access or connectivity of certain
participants; and

- the minimum requirements of encryption to safeguard the integrity and security of the virtual hearing
against any hacking, illicit access, etc.”
%8 |nternational Chamber of Commerce, ICC Data Privacy Notice for ICC Dispute Resolution
Proceedings, INTERNATIONAL CHAMBER OF COMMERCE, https://iccwbo.org/dispute-resolution-
services/icc-data-privacy-notice-for-icc-dispute-resolution-proceedings/ (last visited May 1, 2021).
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TR AR B MM EZ B e M8 E  (Adequacy Decision) HYEEEHEIE
o ARAR BB A AR E AU LR S E R i B TR E R - Wk T
iR R BRI B WY LR R AR - et el s 20K - R FEAER
B 1% HAGREH Bk EAGHER] -
P BaitiE 2 A - BoEEEIEZ R > ICC tigfii—1r " REN& 4471

R RER I 1ICC fhEHE AIE T AYERBH Note To Parties and Arbitral Tribunals
on The Conduct of The Arbitration Under The ICC Rules of Arbitration (2021/1/1) |
Ry EEITIPEIE R MR P T LAY 2HIRE - st ERRE AR S BAGHY
W& s L P E AR il Fe A (B P B 5 2 T ThERY » DLET
AR A RS i - ST erE VR ALER - RIS RS K A
BAL PRI B TS & R AL MR B Tl (S MR R i
HEEBLE R T - DR N FE SIS g e S 2 P e r e
SRR E R R 2B BEU LB T AT I & P RE L R B
A BRI AFIZ 20 « WEENBIEIRE™ | EEABERRE - (f
B~ BE A - BERUUR TR S BUPEy HAE A B Y > W ~ B
A EA BRI P EREF 2 0 Z HAY - W BAEPEHET - 2P tEar SRR
[ R/ S [FI R LA BRERE P DAABHEDRN? 5 &7 FERE(R (1) HARFRDURAM
FMHVEEN ~ EE NI E R DU AR M R M IR AZ2 2 DS ]
HAEA - RO EE A mT A Rtk H AV Ui se ~ B~ AFAMIEEF -
(2) HESPATE AT RRE RS s [EhHAV RS » PR EREE B
J7 - & B BSOREAMAESAE A - GDPR BCHA R (R A EENIEAR
BT EZ P W HHAE AN B R A] gEAR R sk sl sl &AM s ~ 168 - 4%
AR » AR ~ (P2 A IEE RO EE - Rtk > SRhPEERIEE
R EEARhE S e E R TS AR 7 T = 022 B IERED

9 Note To Parties and Arbitral Tribunals on The Conduct of The Arbitration Under The ICC Rules of
Arbitration Art.101, ICC, https://iccwbo.org/publication/note-parties-arbitral-tribunals-conduct-
arbitration/(last visited May 1, 2021).
100 14, Art.106.
10114, Art.107.
102 |4
10314, Art.118.
104 1d. Art.119.
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EAER - WA E AT E R OREEM - R E AU R A&
b Al ] DAREH SRR R A T AT A - 3 H QYIRS A IERER TR
155 L ~ BT R HARIEEFHZE - AR TR RIUE E Y
FOMTAIRH @RI ERTE - DAMEORE & (h VBRI 2 - W5 S P BEAY SR E R
b ~ HEOR EASAYRZEE  FrA b Sty N BRVRE JTRIBE B 2K ~ AR DUR P
PRER S ERHTEOR Y M R B S AR R R (R R E &
k2 PRI AT Ry B L B [A (B N BB AT e 2 B s > ICC 1A
KRE RERHEEER  WHIBHEEE R LRSI A R R T Ry Rt
(AN - HERBHNA o] R EA R RE Y [E GDPR 2 fEFIFT - BAMS2%
E{E -

() London Court of International Arbitration (LCIA)

HrEt Al K B REE 1% - LCIA A OO )\ B EAR S HAPEHRIAN® - 22
FRAP SRR EFET A — AR EREERR 2 — Rl e EROR R IE
ERSIEE R L GRS RRE RS TSR o R T O— A
fli Z BB PR ANESH R BEMAPTHE ( TER—MRER] - B s s
BOE ~ Refhak HEVTT AR Z Fra S PU T AR e TP AR 2 — VSR T IR
% BRIERAEEB AR IR EE IR © (ReESUE R &7ARER] ~ 1EAB EH:
A EMREAIR T s s T B ST - BRI AREY, ~ T
FEF RN SR HHN SR - FRIFEAARSAREN HARESE 10~ 12 - 26
127 f5& > APERE HA R BN ER sk BRGNS IEN , ~ T RERRA
EEAEER R TR ER - A G A0 A e B s SR E
fAE ) ) e FHEIEZMPERIAIBIIES 30A FRERHRE - ME " HHE A&k

10514, Art.120.

106 14, Art.121.

19714, Art.122.

108 Evgeniya Rubinina, The LCIA Publishes its 2020 Rules: A Light-Touch Update to Meet Modern
Needs, KLUWER ARBITRATION BLOG (Aug.13. 2020),

http://arbitrationblog.kluwerarbitration.com/2020/08/13/the-Icia-publishes-its-2020-rules-a-light-touch-
update-to-meet-modern-needs/.

109 1A, Updates to the LCIA Arbitration Rules and the LCIA Mediation Rules (2020) , LCIA ,
https://Icia.org/Icia-rules-update-2020.aspx (last visited Jan. 4, 2021).

110 c1A Arbitration Rules Art.30.1.
1114, Art.30.3.
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HI(EART R R < i AV DR R AR » W6 B AT LATE LCIA 4eih E4RE] LCIA
RS %Dm + TARIBRHAESS 14.1 R FAVIGE - (R R E: - i
HEESAEE L ER (IRNEE ZEESH LCIA %) FEESEHE © (1)
PREUL BAGHVE RN 2 - DAREAE sk b S =Ry BRI &3/ A (D)
Bh ko AR BRI (E AN B BEARR BT F B B R ReE B R8O 2 TR R
PREUEHES )~ " LCIA BEREAR BRI E ] DL A A R R s b Ry
for > BRI REEFETEAYRT - #HHY LCIA B HHiER -
FER B BAAYIHTT » BB ST SR AR E (L ] 8 P YA R B A R A
BRIELZ ML LCIA HERETE Fp 2kl AL B OB — AR BB AL B - A& R
Wt 2 BRHERIE S0 ~ AEETEE A ERE ~ B Z 8 AR ~ R0 e
HERFEANER - WIREATERETHE =TT FRIFSIRIRILMZFTHIE
=77 BN E MBS B P AR T A N B R 2 e - SEst A ]
SHLEFTREZ A EEAERL ~ a0 A E B R EAR R ~ [{ABR
EZH5 - [ NERISHEE R LIS S B 2 A Z (AN ERHBERER] -
bRERHE AT AR SRR 2

(=) Stockholm Chamber of Commerce Arbitration (SCC)

SCC R HRE Z ATl CAE THEE P EiEFEE . —O—4F
Al F-5 (SCCPIlatform) {ERTA{PHCIAFLZATM » 58 F PR sy E P
Kt 2 Bloe 2 ittt > — OO SCC HimsEh{thEk ke i F EHG 2 LIS MY
HAh 720 (FIOGEREE) SR P IR B2 P EE - A Microsoft
Teams A1 Zoom SRS & e s i 1 TRE P - SCC AR PSR LA B 0 R EHEHE A
BRI A PR - HFr#i 2 SCC M 5158 (SCC Platform Guidelines )

1214, Art. 30.4.
113 14, Art. 30.5.
11414, Art. 30.6.
115) c1A, Data Privacy Notice for LCIA Proceedings, https://www.lcia.org/data-privacy-notice.aspx
(last visited Jan. 4, 2021).
116 c1A, General Privacy Notice, LCIA, https://www.Icia.org/privacy-policy.aspx (last visited Jan. 4,
2021).
17 Arbitration Institute of The Stockholm Chamber of Commerce, COVID-19: INFORMATION AND
GUIDANCE IN SCC ARBITRATIONS (Mar. 23, 2020), https://sccinstitute.com/about-the-
scc/news/2020/covid-19-information-and-guidance-in-scc-arbitrations.
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RN BRI R R TR SR R E A A S T et 2 B 0 R EML
BEEARBHEOTFR - EEMEARGEA TR > FraERE R E R
It ELAE b0 SimT pr A S TRV EE SR 3 L 0 e AT 2%

R ©

(I'9) Singapore International Arbitration Centre (SIAC)
SIAC EFER AR B RS E R REA T (EEERREME) - X
N O _O®F )\ H#miHEIf55| (SIAC Guides-Taking Your Arbitration
Remote) ' » EBh PR 7S EaE A 6 R R E I IR 1Ty

A RARBIFERREE E R ENREAEIE ZFH  JIHEEFEANR
SR HhIE & BRI ERIES TR T i - e R TS RERE

EMEME (S EFEEIFERESER A Ee) - EOFEEREENE
Bzt (TR Z P e LUEd s =5 EiF ~ SEENSHA b 2 &k
FiT Rl RE AT YRS 22 i - BIAIREARERY SR = 7 BB T A AUS R &
B REGEIMORE ~ AFRERAREENS) - EFANMPREEER AL
TIHECRE NN ZE 2 S FRELA B i DA (R <F B DR R A 1
BRI E RS 2 S SR B R A4 2 2Tk - it
A o H R Ak e B 2 U MR TR G g B SR A B HU AR P an SIS B
ZiFH > HpiaatsEtt - Bty e - B35 A NERRASS IR

=
==X H
FEERIES g i - EE T ER s R

(#) Chartered Institute of Arbitrators (CIArb)

118 Arbitration Institute of The Stockholm Chamber of Commerce, SCC Platform Guidelines (May. 25,
2020), https://sccinstitute.com/scc-platform/guidelines/.

119 51AC, Release of the SIAC Guides - Taking Your Arbitration Remote, SIAC (Aug. 31, 2020),
https://www.siac.org.sg/69-siac-news/672-release-of-the-siac-guides-taking-your-arbitration-remote.

120 g1AC, SIAC Guides - Taking Your Arbitration Remote, SIAC, (Aug. 31, 2020),
https://www.siac.org.sg/images/stories/documents/siac_guides/SIAC%20Guides%20-
%20Taking%20Y our%20Arbitration%20Remote%20(August%202020).pdf.

214, at 3.
12214, at 6.
123 4. at 10.
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ClArb &P EM AR G HINE R ORE TR - SR ERE T
EEATPREA R EH G e EEIHE ) TR %Fﬁ 5 PRy
TR AR PRt s B A BRI M s SE s [ °« ZOZO%FM
H > ClArb 2847 " Zin P 5 AFf2 £ F55] Guidance Note on Remote Dispute
Resolution Proceedings ; - fiBiFFE R Fr 2 S BLEIRFEI TR - sHERYI TR
BEEZ NZMEH > HMEFREREHEE BT 2R Ik
HEREFNEE LML REMBRMAZZWSEEEFNEE 2 T
SR RTS8 ARl (E Fi A 2 B W B RS Tase LR B &Ry i 14
RiEZ 4 - EEASIRMFIFTAIFE IS AR e e Ay & AR, " -

(75) Hong Kong International Arbitration Centre (HKIAC)

HKIAC HEREMEFE AN ARAHEBEIRE - R O _OF I H#MIFE
FEsms (HKIAC Guidelines For Virtual Hearings ) 12§77 B b3 A2 Fp S B EIEF]
AR SE IR E BGTERE - A AR R RE A T E M2 A - (& RifElR
PR RN 2t - RHR SN AR - TR AR -

(1) Korean Commercial Arbitration Board International Arbitration Rules

(KCAB)

SRR B ik B g Z PRSI B R R A AT 22 - R T
DRIE A5 SR e 7 [ P sl o BRSO il SRV I HEDR BIOR - 72 —O —O4FE=H
BN ERAEEE (Seoul Protocol on Video Conferencing in International Arbitration,

“Seoul Protocol”)® » S{FiisE 7L EILE - [EIIF(E HAZ R 2

124 c1Arb Arbitration Rules Appendix 11 "Matters for potential consideration by the parties and the
arbitral tribunal at the case management conference", Art.1.2 “Any confidentiality or trade secret
concerns that will require particular measures to protect confidential or proprietary information.”

125 c1Arb, Guidance Note on Remote Dispute Resolution Proceedings, CIArb (2020),
https://www.ciarb.org/media/9013/remote-hearings-guidance-note_final_140420.pdf.
126 Guidance Note on Remote Dispute Resolution Proceedings Art.1.5.
1279, Art.6.1.
128 HKIAC Service Continuity During COVID-19, HKIAC, https://www.hkiac.org/news/hkiacservice-
continuity-during-covid-19 (last visited Dec.1, 2020).
129 HKIAC Guidelines For Virtual Hearings Art. 9.
130 kcAB, Seoul Protocol on Video Conference in International Arbitration is Released, KCAB (Mar.
18, 2020),
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FEANRGEENI 22 - $HETEPR sk PR G ] ~ G e fh s - &
EEHENERREEAS 21k c 30 " fERRERVEIEN - WAL T RIEEGERE
< BENERIEATT G DL T R RAAREAY LT © MR e E WL E > DL
CEEANBHBABRAY  PENSHEANGH - BREGTEGIEE R
i LABEJLP”*%%&%EW”U St EREN AT EM R RS o IR
T REE AN RS 25 8 R T OREEAPBIERT T - ARG - A
AT R IER SERARHY 24 /NP T S84 EERIEETT - | IRFIENE R
Z Sk IS S A G LA R SRR P 2 A

(J\) Vienna International Arbitral Centre (VIAC)

HEZR VIAC BB AR SR E R RE A P - VIAC i S TE
ST 2 IFERIEEHRK ﬁé:O:Ofﬁf\H %41 " The Vienna Protocol —
Practical Checklist for Remote Hearings | ¥ » DUB B2tk \BIEE A B

HEMPTIFERISS RS BRI T ZEIH - sl A SR e R

AT o IWEE MG P O ERFB R RE - S RIS e i
T EEHEES > Hf R ERIFERIES P ATEZRE - et
= (BRI G AR AUG S  » sEAEIE Ry ~ BRIt - BNV
HURSUESE) -~ soEscst CEEmNERETheE - ISR S EFE R AE LU H
sEfhF ) DUCERZ 2t ~ %M (MR- ottt e Sty iR RE it DAYT (AL
N EHSTEEANE - PIseE® ~ TolinEs) F% - RiLz4h - i
IR a R EH g BB Tl B E S E N (SEmT A LD B
DInEfRIZ PPt ) ~ Bl - sk (ZRIERESBENIT S S o]
HITES T EC Rt P AR El 7y )

\

( 7L.) China International Economic and Trade Arbitration Commission

Arbitration (CIETAC)

http://www.kcabinternational.or.kr/user/Board/comm_notice_view.do?BBS_NO=548&BD NO=169&
CURRENT_MENU_CODE=MENU0025&TOP_MENU_CODE=MENU0024.

131 seoul Protocol on Video Conference in International Arbitration Art.2.1.
13219, Art.8.1.
133 y/IAC, Checklist on Holding Hearings in Times of COVID-19, VIAC, https://www.viac.eu/en/news/
checklist-on-holding-hearings-in-times-of-covid-19 (last visited May 19, 2020).
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o [BR [E PR 4% s e B 3 B {h R H] ( China International Economic and
Trade Arbitration Commission Arbitration Rules) Z BN ERHRER AREHE
EREHE A LT ERERERD - EHEEEERN O —OF WA —+/\
H %4 TR R R et Al SR 1 B R R A £ 22 R MR (P SRR P F5 51 ( China
International Economic and Trade Arbitration Commission Guidelines on Proceeding
with Arbitration Actively and Properly during the COVID-19 Pandemic) | - [:f55]

WO O®T H— EHENET » 5 B a R GBI » ATTBE A RA
SHEHE A ZORHA R e 2 T E -

-

(-+) The Japan Commercial Arbitration Association Commercial Arbitration

(JCAA)

HARBEBMHE G @b E Al ( The Japan Commercial Arbitration
Association Commercial Arbitration Rules) A ERMEEN RAFHRE » HEL0%
R Rk I R i B TR 5 U AT EERR T B EAER

= TR L B TR

FPral_E At R AP S AR S5 LR AT E Z AR S - BPR (Pt Bt e dE
R FTE ERER - R B irE it e Ba —ERbE - B35
sl e A (rp SR ) ) L S B (Rt W I A8 2 B NARE RTREME - A E R
ERORGE o DU TN R AT HH B R P St B S T R ORaE B s 2 e g th 2 A
BRI -

(—) ICCA-IBA Roadmap to Data Protection in International Arbitration

EfZpE 5 hiFE S e (International Council for Commercial Arbitration, ICCA )
B[ PR3N e (International Bar Association, IBA ) J:[E] k17 B R rh &R
& LA/ - SRR sk TV E R ORENR — (7 KRGS - HJICCA-IBA
R E R rEEE[E (ICCA-IBA Roadmap to Data Protection in International

130 o B S B 5 T B ORI 35 1 -
135 The Japan Commercial Arbitration Association Commercial Arbitration Rules (2019) Art.50.3.
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Arbitration » DUTfEfEE " EElE L, ) 0 1% GDPR KRR P2 Py B2 e
(LR (PSS RE SRR 7 s Al A R L R R R R T -

BB B B ORER Sy - S5 —E % GDPR IR &I B TRE ML - EE A
R A B h AV EE 05y 0 7 GDPR A FH&GE ~ BREAE ~ SEBAH T
At BERTSERNE SRR E A ER] - SREF REAE T PEEREEHE
P E N Z P S BB BB S NREAE ErDIEHE ORI A
RHFHY B AR5 BIANER BE A5 B HYAH B &R et E N (Rl S P21
18 B B E AT RE e R IR T - RS A B AR T
AE EATEA - B E RS s T E R PSR Sy A U - B2 AR
R HUSE R T e ERMRE R E 2 B - BAMEE RIERE (P S &A
ATREE LUE A B2 AR T R ERTEIE ) ~ FREBIIN (s dim s Ry fTieg
P b kmAMNE EREE) DIk EEM . (REPIimEELUEA )
O SR (i B P S L FEAEAR Py B AA I =5 R i FH 2 B PR > 2
FAETHRE - BEEREEAS B RRE N IDERER] (RIEEE - thoitE - &
B/ DR EFAN - HAVIRE - BRI ERSRERN ~ BN - BhlZeatt - B
HiE) Rl -

5 R T — S i B PR (P BAE e A T BB OREE & o P IS A
RFEBREFRGRVEEAS - RS HIERERHES TICERM RER
BEAEEZNE - DUBSFHBEEG R G P It =R gt HoaE
PRTRR S RAVR A o FIF - B E s Bhs a0y A R R s T E B
s&fifsfk (Data Protection Protocol) - {E{F# A RUE A fth# £ Bl T i
BEAHM? > IR B R R S A - BRI AN o B B A AAR

136 |nternational Council for Commercial Arbitration, ICCA-I1BA Roadmap to Data Protection in
International Arbitration, https://www.arbitration-icca.org/icca-iba-joint-task-force-data-protection-
international-arbitration (last visited Jan.20, 2021 ).

13719, at 3.
138 |4. at 9.
13914, at 10.
140 4. at 12.
14114, at 40.
142 4. at 41.
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Fis S EE TR - IPeEE LD EFE VP ENER ZWEERE A
TEBERIREZR ~ BERG GDPRE 32 fiRAT#E . NE (MAERZEAL
Fne ~ ARG ERBFFEIENEFS) - ORB R REIRER Z A&k
e - PIFE RIS PR A E s - T - ik (PRIEE RERE & e
B Rya Al o

() Africa Arbitration Academy Protocol on Virtual Hearings in Africa

“OZOFIUH - JEMEERE (Africa Arbitration Academy ) 8477 EH i
WEER P IEMIEE RIS FE EE  (Africa Arbitration Academy Protocol on
Virtual Hearings in Africa » LUN SR TmEE, ) - HECERHRESE
FERE - SR Z BASERIMHIE - BHPEUE - EE AN I EERERSZ
EREETIFIISRY - HidE TREAER - ZeNBIEREEHELU R H
FHENA » FECRIEMPEIE 7 SR R 2 2 ~ B M DU fras T
AEREEVUTERE (T — e A4S L 24 Annex | Minimum Cybersecurity
Standards ; ~ " ffESEMPEEBTRE PG (EIEIFERGIEESIVEETR)
Annex Il Model Africa Arbitration Academy Arbitration Clause (including Virtual
Hearing Option) ; ~ i =-FENPHEFTR#EIFEREEE 75 - Annex 111 Model
Africa Arbitration Academy Virtual Hearing Agreement | ~ "[RO 3 E 2540
2 44481 Annex IV Tribunal-Issued Cyber Protocol | ) fi{h# gl EH H%
{EH -

BRI RS By - HEDRE B AN ES gt ira JEE G
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143 Africa Arbitration Academy, Africa Arbitration Academy Protocol on Virtual Hearings in Africa
2020, https://www.africaarbitrationacademy.org/protocol-virtual-hearings/.
14414, Art.15.
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Trg DU 23R8 S R RO AR (AR BRI A & ~ FlTA
HEHAEEN A BT EEE D TERE R A R R E R B R IO
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(=) IBA Rules on the Taking of Evidence in International Arbitration

—OZOF+tH+tH - EFEEATRE (International Bar Association )
I B ETAYE L h L ELEE R Rl ( IBA Rules on the Taking of Evidence in
International Arbitration) 3 o Hb¥{EETE 2.2 (e) (GREERIN R L EIE
BIREZ N > T BN BRI G IV R E - R - A

14514, Art.2.1.2.
146 4. Art.3.3.2.
147 1d. Art.3.3.3.
148 14. Art.3.5.2.
149 14, Art.4.1.
150 4. Art.4.2.
155 1d. Art. 4.5.
15214, Art. 5.2

153 |IBA Rules on the Taking of Evidence in International Arbitration (2020), INTERNATIONAL BAR
ASSOCIATION,
https://www.ibanet.org/Publications/publications_IBA_guides_and_free_materials.aspx(last visited
May 22, 2021).
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™ o HEIORAIEMERT RS IR A48 Z 2B RHRGEE = 2 2 (P E B Fr S
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( /94 ) ICCA-New York City Bar-CPR Protocol on Cybersecurity in

International Arbitration

B R S g (ICCA)  BLALYHELAN T & (New York City Bar
Association, NYC Bar ) ~ [ & 3 7E [ B fig 52,0, ( Conflict Prevention and
Resolution, CPR) $Hp{th#ddas L& TIE/NH » HBfhak 8 - AN - tiseft
1651 TR EE T EE AP ECT i LIBR AV EE R it - Pt e TIF
R —O—NE+—HZ+—H#A T —O_OFEEMEagas 2 23 E
=% (ICCA-New York City Bar-CPR Protocol on Cybersecurity in International
Arbitration) | 7 B EE R ML T ok B R & A IR - AT -
EREF THEFEAFEFNER - M R BRI ~ s MR a]
FIPERHE I » B #H S B ZR e 21 AR B rTRE A R A
S IREREMPRATL RS - HSXORFS A B SR RIE 2 50018
MHE R AE - g8l T BITEBA ~ Pk SRS EECRATA RS

1544, Art.2.2,

19514, Art. 8.2.

156 1999 IBA Working Party & 2010 IBA Rules of Evidence Review Subcommittee & 2020 IBA
Rules of Evidence Review Task Force, Commentary on the revised text of the 2020 IBA Rules on the
Taking of Evidence in International Arbitration,1, 25 (Jan. 2021), https://www.acerislaw.com/wp-
content/uploads/2021/03/Commentary-on-2020-1BA-Rules-on-Taking-Evidence-in-Int-Arbitration-
1.pdf.

157 International Council For Commercial Arbitration, ICCA-New York City Bar-CPR Protocol on
Cybersecurity in International Arbitration, https://www.arbitration-icca.org/cybersecurity-
international-arbitration-icca-nyc-bar-cpr-working-group (last visited Mar. 8, 2021).

158 14, at 7.
159 4. at 10.
26



Bl 2 29 R A G SR A P BR AU (AT R T, LS B 2 e i B A 5
RS0 | T TR R T ol A A It 28 R A B BT 5 T RIS R M
FhE: (a) fhskavEbmi - FRRSEERTR B Az (b) &7 ~ ML
SRRV BRI 2 aIH0E ~ RS fIgE ST (d) BLFumii - E{E
JEBB AR LE B T o T EAL Y AR E & B S R H 5 e Y
RZE® AR R 2 ETAE S BE « fpEA - EE RS
[ESE W C > DIBRAELMA I EF— SR 22 218 i DB SR B Rk - 5
—REAEE G LT BEERF AR m e AV ENZ 28 - 55
BEE 3 B BREUE T A AE A R DA P 3 A P & B SR 2 S A VAR 7 el ™
hEREE B AIIB T A R E 8 F A TR A DR R 28 M - 438 I AT
HYE R R B3 AR B2 SR (gl iE nT BYTE R E M RR A o fic S 85575
B IS 108 o 1%t =8EKT3= © T Schedule A Baseline Security Measures |
(MR 2 WAt — M AT DLER H 2 #8758 ) ~ T Schedule B Arbitral
Information Security Risk Factors | (fpBhafFanes J7 S ATk BE S PG Pk oy &t
ZeWEk - AU TERERZE RSN AR -~ B FEEUEFS
B AR e 2 g ~ s B s EBaIN < RE ~ 18 NE R ReE 2 Al THARGE R -
e B R 50 HET T o M R e A [E] ORaEE Fe e B JE\ B A1 T o MR A — 2D PR & 2
g ) 187+ T Schedule C Sample Information Security Measures | (IR A
(ELEE ERIFRIEAN 7 ~ 8 B GRS E PRS2 5 58 ) 1%

e E SR TS P IS TR B 2 W LUK ] ISRV RSIE - &
gk 2 B TE T B A M BAMERY J7m - 2D A H IR A SR ERES
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160 14, at 12-3.

16114, at 18.

162 14, at 24.

163 14, at 20.

164 14. at 26.

16519, Principle 11.
166 19, Principle 13.
167 14, at 50.

168 |4. at 55.
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(7)) Hogan Lovells Protocol for the use of technology in virtual international
arbitration hearings April 2020%6°
PR A sl - A HAaARHE CE A Bt # - Hogan Lovells %
FEEB AT R EPE M E IR E R TR & Rl (E Fl fi7a% (Hogan Lovells Protocol
for the use of technology in virtual international arbitration hearings April 2020 ) f7%8)
HECRAR IR AT - D/ it fi e - Hipa N aia il - B IEERisss m ki Or
R Bk b HERE EANES R (L 2RERTFE > SHESE
SPEFTRIHTIIERE « PREFEFEAVEE (FIa 22 SRt 2 G ReEn g
afe ) DURGHE FE A RE R RAVAE4E E bR - 1E)9 A A RIS N ERH L
SLARAR RS T R IERZ (0 F 2 U5 OREHY - ZanIRaMIR' " - S TEEAN (B
FERERHAFRHIAER - BATEZR) MR HEAT R EITEZ Bl REE
BT o & 77T\ AT [E R P S R AR s AR BB AR H A S « (4
BRI T S 2 S OREE  WEEASE = Bty ~ FSU > EREUE
S TEHE IR S R A2 B RE T -

SN

e e RIRNEsapsEla—§ -t BEciidae 2 ‘e SELiEl bl TR I SUUR
TR SR B R E A HE S B MBI IR M - 1025 DI S B iR ARy e 7o d 5
S5 AGE TR - MEE 2 SRS S BRI OREE E AV E R - TR
B IR R E RS RE SR F E R st IR B BGEERE MR A L ae - B
PRe i ) S B R AR s g E A [ - DI BRI R D 255 PN B
ORrE A BRSPS T e ~ ERATEL P SE (B ZE e s VRIS - (252
FEIEEEAVIIAE - HH EAUES] - MEFESFNAEREEA - BATDUK hEfE
JEAE B R PR B RIRH AL 7008 - SHSRHE (P RORRE P R EERITEE - 5

169 Hogan Lovells, Hogan Lovells Protocol for the use of technology in virtual international
arbitration hearings April 2020 (Apr. 2020), https://www.hoganlovells.com/en/publications/hogan-
lovells-protocol-for-the-use-of-technology-in-virtual-international-arbitration-hearings.

17014, Art. 2.5.3 (b).
1 1d. Art. 2.9 (a) (iv).
17214, Art. 3.2. ().
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GDPR Jiif T4 ES » OANZEF IS ERIERE - HAERHSREER
T 22 32 32 B0 E 2 B T TR AR A — DAY (R E e » SR BLER ER 2 T
Pt E A IS E AR » AT HHES S R R E T - FEHI A HBEEE RS
BHEE - TR e 373\*”4  WEIE R #EZ g RS GDPR BREER T
H IS RS R E 82 B A A BN E R RE KT BEE
GDPR ZEEMREHRRNERANTE K - Blx#EZEagCN 108 FEEE AN &R
fREEAEEY > IDAZEWEIRBEAEE > 208 GDPR NAEBIRITEE A

T RSB > o] RIREIE L GDPR Z 5aZU{iE - % HIg RIS X i@

AR TR IR 2 (B A\ B R RE R 2B R g 4k » W =Aa BER R N
[y

(o] B [ 2 A5 L B IR B iy & (P AR AN BRI E R R B ps 22
EYRAPTER o PEEMPFEEIRR GO HEHA] (CAAI Arbitration Rules) '8 H:{%
HUE T PEES RETEE K E AR S PR R B SR A
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173 European Commission, Joint Statement by Commissioner Reynders and Yoon Jong In, Chairperson
of the Personal Information Protection Commission of the Republic of Korea, EUROPEAN COMMISSION
(lasted visited May 1, 2021),
https://ec.europa.eu/commission/presscorner/detail/en/statement_21_15086.

174 | iao Wei-min, Digital protection necessary for Taiwan, TAIPEI TIMES (Sep.9, 2019) ,
https://www.taipeitimes.com/News/editorials/archives/2019/09/09/2003721955.

175 Central News Agency, EU lauds Taiwan's efforts to push for talks on data transfer deal, TAIWAN
NEws (Mar. 11, 2019), https://www.taiwannews.com.tw/en/news/3655633.

O mzasmEAY o TEEGREBIEL AL - TP GDPRIBEIELE |
https://www.ndc.gov.tw/nc_27_ 33660 -

YT skl M0 IR4iEs 1570 58 ZRERIEE 25284 4 -
https://lis.ly.gov.tw/lygazettec/mtcdoc?PD100204:LCEWAOQ1_100204 00037 -
178 S e (RN o O B N EE— (AR E » ILAR FIB A P S (B B I DS D (k-
B LIRS Ry i 2 ik - R4 A R EErh S i & R A -
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183 |cc, ICC Checklist for a Protocol on Virtual Hearings and Suggested Clauses for Cyber-Protocols
and Procedural Orders Dealing with the Organisation of Virtual Hearings,
https://iccwbo.org/publication/icc-checklist-for-a-protocol-on-virtual-hearings-and-suggested-clauses-
for-cyber-protocols-and-procedural-orders-dealing-with-the-organisation-of-virtual-hearings/ (last
visited July 20, 2021).
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184 GDPR Art. 82.
185 GDPR Recital (146).
186 GDPR Art. 83.
187 GDPR Recital (148), (149).
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